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What is the US National Academy of
Sciences?

e Established 1863 to provide S&T advice to the
US government
e National Research Council (NRC) established 1914

e Source of independent advice on issues of
science and technology
e Primarily through ad hoc committees of volunteers
e Workshops, consensus reports, standing committee

meetings, and more

e For international work, often partner with
international organizations (IAP, scientific
unions, TWAS, etc.)
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NRC Study Features

e Unique relationship to the government

e Ability to attract recognized experts and leaders

to serve on committees

e “Pro bono” nature of committee service

e Quality control procedures:
e Conflict of interest screening;
e Committee composition and balance;
e External review process;

e Draft report confidentiality.
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Some Safety and Security
Activities at the NRC

e Programmatic reviews and advice

e Educational efforts related to the chemical
laboratory

e Biosecurity activities
e Some overlaps in focus and training needs

e Potential for convergence of biology and chemistry to
raise the profile of these concerns in the chemistry
and chemical engineering communities
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Making the Nation Safer: The role of science
and technology in countering terrorism”

e Published in 2002, funded by the institution

e Broad scope for the report MAKING
N SAFER
e Prepare a framework for the application of

SCI!NCE

S&T for countering terrorism rEcuNOLOGY

COUNTERING
TERRORISM

e Prepare research agendas in nine key areas
e Examine a series of cross-cutting issues

e Chapter 4: Toxic Chemical and Explosive Materials

e Recommendation 4.9: The Departments of
Transportation and Commerce...should be tasked
with developing plans for regulating the movement of
hazardous materials through and near cities

~
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\ * http://www.nap.edu/catalog.php?record id=11597

e Published in 2006, funded by US Department of

e Scope focused on the chemical industry

Terrorism and the Chemical Infrastructure:

Protecting People and Reducing Vulnerabilities*

Terrorism and the Chemical Infi ture

Homeland Security

infrastructure

e [dentify critical classes of chemicals and chemical
processes and major vulnerabilities in their supply
chains

e Assess the likely impact of a significant disruption in
those supply chains

e [dentify and assess the effectiveness of current efforts to protect
the chemical supply and processes from attack

e [dentify actions to help prevent disruption and actions to
mitigate loss and injury and incentives and disincentives that
affect decisions to take those actions

e Discuss areas of R&D that might advance the nation’s capability
to protect against such losses and minimize their impact.

PROTECTING PEOPLE AND
REDUCING VULNERABILITIES
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Terrorism and the Chemical Infrastructure

Continued

e Focused on catastrophic incidents as defined in DHS’s
National Response Plan

e “results in large numbers of casualties and/or displaced
persons, possibly in the tens of thousands”

e Conclusion: Toxic, flammable, and explosive materials pose the
greatest risk of catastrophic incident

e The committee envisioned realistic scenarios to aid in their
analysis
e Release from high-volume storage
e Shortage of key chemical or chemical product
e Misuse of a small quantity of chemical

e Conclusion: In the absence of specific information, it is most
appropriate to invest in mitigation and preparedness for

general classes of vulnerabilities
_ THE NATIONAL ACADEMIEf:/
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Terrorism and the Chemical Infrastructure
Continued

Recommendations to DHS:

Explore ways to enable rapid analysis and communication of
data for decision making and for communication to the public

Support research toward enhancing emergency preparedness,
emergency response, and disaster recovery

Support R&D to foster cost-effective, inherently safer
chemistries and chemical processes

Support the development and application of robust models to
predict off-site consequences of chemical events

When considering investments to prevent or mitigate
vulnerabilities,...complete an overall risk assessment that
would consist of analyzing the combination of vulnerability,
threat or likelihood, and consequences of an event
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Use and Storage of Methyl Isocyanate

(MIC) at Bayer CropScience*

e Published in 2012, funded by the U.S. Chemical Safety
and Hazard Investigation Board (CSB)
lethvl S0CY

Use and Storage of
at Bayer CropScience

e Summarized study scope:

e Consider elements of inherently safer process anitEAIG

(ISP) assessments

e Evaluate the process assessments performed by
Bayer CropScience and the legacy owners in light of
those elements

e Consider the application of ISP assessments in decision-making
and in post-accident investigations

\ * http://www.nap.edu/catalog.php?record id=13385 THE NATIQNALAC&DEMES/
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Use and Storage of MIC Continued

Brief summary of committee findings:

e Bayer incorporated aspects of risk reduction associated
with Inherently Safer Process assessment...but not in an
explicit and structured manner

e [SP analysis...may become too narrowly focused and may
overlook certain outcomes

e CSB or other appropriate entity should consider the
incorporation of decision theory frameworks into (ISP)
assessments

e The principles of ISP assessment can be used to good
effect in conducting an incident investigation when
comparing similar incidents
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Potential Use of ISP Concepts for Reducing

Impact of Catastrophic Incidents

e Inherent and passive control strategies are the most
robust and reliable, but all process safety controls have
the potential to reduce the probability or likelihood that
a worst-case accident occurs.

e Incorporation of ISP concepts into process design also
has the potential to decrease scope of organizational
emergency preparedness programs and reduce the size
of the vulnerable zones surrounding facilities by
reducing the impact of a worst-case scenario release
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Some Caveats

* The entire footprint of a process must be considered when
performing ISP assessments to evaluate process options

e [srisk actually reduced, or is it transferred somewhere
else? (transportation, introducing new risks with a
modified process, etc.)

e An ISP assessment often will not result in a clear, well-
defined, and feasible path forward for a company

e The results of any analysis have to be considered in context
(design feasibility, cost considerations to other hazard
control options, community perception of chosen option,
product quality, etc.)
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Promoting Chemical Safety and Security

in Developing Countries*

e Published 2010, funded by US Department of State

e Committee’s task
e Examine the dual use risks posed by toxic industrial
chemicals (TICs) and other hazardous chemicals in
developing countries, and provide guidance on a
baseline of practices required to ensure safety and
security in their handling and use in laboratories in
the developing world.

e Produce educational materials providing guidance
on a baseline of practices required to promote safety
and security in the handling and use of TICs and other
hazardous chemicals on the laboratory scale in the
developing world
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Examine the Dual-Use Risk and Program

Goals

sabety

imwl Sevur iy

(isienaes

in Leveloping

e Outlines basic elements of
an effective program

e Three main
recommendations to CSP:
e Build strong
relationships
e Help establish
management systems

e Foster compliance with
rules, programs, and
policies

THE NATIONAL ACADEMI

Advisers to the Nation on Seience, Engingesing, an

e




-

Toolkit Items*

e Built on report Prudent Practices in the
Laboratory (2011) R

GHiMG, AND PREFLANMING

REFERENCE CARD

e Quick Guide brochures for laboratory
managers

e Executive summary brochures to share
with institutional leaders

e Instructor’s Guide with classroom
lessons for laboratory managers, staff,
and students

e Sample laboratory forms and signs

e Preplanning reference cards to
distribute to laboratory personnel

4
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Derivative: 4-page document

Keeping Laboratory Chemicals
Safe and Secure

Maintaining a safe and secure laboratory environment involves carefully tracking chemicals
and monitoring who has access to them at every stage of research. When implementing
appropriate levels of laboratory safety and security, it is important to specifically consider
review and approval of activities that require or create highly toxic chemicals, dual-use
materials, or those considered Chemicals of Concern (see box).

Managing Chemicals Establish specific

Maintain an inventory purchasing policies

When ordering, be aware of
the potential for intentional
misuse of dual-use labora-
tory chemicals. Appropriate
policies should be adopted
to prohibit unauthorized
purchases of chemicals and
other hazardous materials.
Such requirements could
include: review of all hazardous materials
purchases by an appropriate authority. such as a
chemical hygiene officer; demonstration by
lahorataries that annronriate safetv controls are

A well-managed inventory
includes chemicals obtained
from commercial sources
and those synthesized in the
laboratory. as well as the
storage location for each
container of each chemical.
A central, organization-
wide inventory can act as a
tracking system. identifying the chemical, source,
amount of chemical and, potentially, the hazard
classification. storage location, and staff member

* http://dels.nas.edu/resources/static-assets/materials-based-on-reports/special-

(2012)*

\ products/Chemical-Safety-and-Security-Final.pdf
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Biosecurity Education
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Education and Outreach in Biosecurity

e National and international scientific organizations
have recognized the importance of education as
fundamental to the “web of prevention”

e Recognition led both to calls for expanding
education and specific actions

e Evidence of a recent increase in the introduction of
dual use issues into education in the life sciences.
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Biosecurity and Ethics

e Focus on longstanding concepts
dimensions of scientific conduct

of ethical

e specific aspects of appropriate scientific conduct and

e universal values such as honesty and openness that

underpin science

* Focus on social responsibility of

science

e “Expanding” and “promoting” - not “creating” -
culture of responsibility in the scientific

community
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2009 Workshop: Promoting Education about
Dual Use Issues in the Life Sciences

e Co-conveners: IAP—The Global Network of Science
Academies, International Union of Biochemistry and
Molecular Biology, International Union of Microbiological
Societies, and the Biosecurity Engagement Program (BEP) of
U.S. Department of State (Funds from BEP and IAP)

e More than 60 participants from over 25 countries, plus BWC
ISU and UNESCO

e Hosted by Polish Academy of Sciences; U.S. National
Academy of Sciences responsible for the report

e New element: experts in the “science of learning,” what
research tells us about how people learn at different stages
of life and what this means for effective approaches to
teaching
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Report: Challenges and Opportunities for Education
about Dual Use Issues in the Life Sciences

e An introduction to dual use issues
should be part of the education of
every life scientist

e For most, incorporate education
within broader coursework and
training. As appropriate, more specific
education and training on biosecurity

e Support from governments will be essential to
achieve the necessary scope and scale to have an
impact

o 7th Review Conference “will provide an obvious
opportunity for member states to build on prior

work and take affirmative steps in support of
education”
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IAP — InterAcademy Council project: Research

Integrity and Scientific Responsibility

e Produce a short policy report on research
integrity; one target is the U.S. National Science

Foundation Global Merit Review Summit in May
2012

* Produce educational materials with a broader
focus, likely including international version of On
Being a Scientist from U.S. NAS

e Expect biosecurity to be part of the materials

» Extensive dissemination via national and regional
academies and science societies
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In Summary

» Variety of activities and topics
e National and international in nature
e All materials are available for free download

For more information:
Kathryn Hughes
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Thank You
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