
 

 

MITIREL LESSONS-LEARNT and WAY FORWARD  

 

1. Achieved goals and factors for success 

 
a. All the elements of the MITIREL program have been successfully initiated and 
implemented.   
b. Leading factor for the successful implementation of the MITIREL is a growing 
conviction among the partners that the MITIREL shall a long-term practical process which  
raise preparedness of European Member States in the response related to activities by non-
state actors to release of CBR material using improvised explosive devices.  
c. Key factors for success for the project implementation included the consent and 
participation of the relevant security (police and law enforcement) governmental agencies 
to provide relevant expertise and information. There has been an official support from the 
relevant Polish agencies.  
d. Another important factor of success achieved in the process of implementation was 
an active engagement of the participants who shared their experience and confirmed 
readiness to assist in enhancing response related to activities by non-state actors to release 
of CBR material using improvised explosive devices at a national level.  
 

2. Relevance of the conducted activities 

a. The work confirmed value of developing national and international multi-stakeholder 
training platform as tool for reviewing existing procedures and capacities to mitigate the 
risks of chemical attacks by terrorists; to identify the responsibilities, roles and capabilities 
of the different national stakeholders that are part of the response mechanisms; to exercise 
and improve the interaction between agencies and authorities involved in the threat 
mitigation; and to identify gaps in the national system of prevention, preparedness and 
response. Therefore the important recommendation  is to promote the MITIREL 
methodology and integrated approach among the EU and NATO countries.    
b. It evident that the implemented activities within the MITIREL should be considered in 
the broader context of enhancing capacities to mitigate risks emanating from chemical, 
biological, radiological and nuclear (CBRN) threats. I At the national level, there is a need for 
a holistic and integrated CBRN approach. It is therefore important that national training 
plans and measures to enhance response capacity address the full spectrum of threats.  
 

3. Effectiveness 

a. The implemented activities did achieve the stated objectives and thus delivered the 
planned effects. The implemented activities brought together a range of governmental 
actors that have responsibilities for preventing, preparing for or responding to a terrorist 
threat involving improvised explosive devices. These activities helped these different 
agencies and authorities to exchange information about their capacities and legal authority, 
and to initiate discussions to introduce information exchanges and operational 
coordination, and clarify such issues as agency lead roles and command and control 
procedures. 
b. The preparation and conduct of the specially designated Table Top Exercise (TTX) 
highlighted the need for an effective and comprehensive legislative and regulatory 
framework. TTX created useful platform to review and improve the interaction between the 
different national agencies and authorities involved in the enhancement of countering 
terrorist threats involving toxic chemicals and improvised explosive devices.  



 

 

c. The issue to include in the development of the sustainable training systems to enhance 
chemical security for the relevant agencies, including customs, first responders and the crisis 
management experts.  
 

4. Impact 

a. There was a significant impact of the conducted activities in several dimensions. 
Firstly, the conduct of the project raised the importance of chemical security among the 
relevant branches of government as the national security issue. Since there should be a 
broad participation of the relevant national agencies and their international partners, the 
MITIREL introduced a platform for information exchange and sharing best practices on 
mitigating threats of using improvised explosive devices.  
b. The work conducted is applicable beyond the participating countries. Using the 
general framework of the established contacts and cooperation it is useful to continue the 
project implementation in all EU and NATO countries since the concerns of chemical security 
and threats of using improvised explosive devices are common.  
c. The participation of other countries, and their active involvement in the exchanges of 
experiences, is expected to strengthen the cooperation between them, and to improve 
capacities for general training schems, improvement of the content of relevant curriculums 
and to plan a model training facility. 
 

5. Sustainability 

a. Sustainability with regard to the conducted activities within the MITIREL has 
essentially three aspects: within Germany and Poland, leading participating countries, how 
are the results and lessons-learnt of the conducted activities used in the future to further 
improve the national response capacity to prepare to threats of using improvised explosive 
devices; within the broader context of the UE and NATO, to what extent did the MITIREL 
created knowledge and commitment to using the chemical security enhancement for 
national preparedness efforts and improving training systems; within the regional context, 
to what extent the development of the MITIREL will assist to promote capacity building 
activities in other countries and regions. 
b. An important aspect of ensuring sustainability was the systematic and structured 
approach which led to the creation of a training curriculum and content based on the 
relavant experience.  
c. The conducted activities assisted to create a framework for the different 
governmental bodies to communicate and exchange information, to understand their 
different responsibilities. Such networking is essential for effective planning and crisis 
management. Sustainability with regard to participating countries will therefore depend to 
a large extent on the follow-up measures which their authorities will be putting into place 
as a result of their own evaluation of the MITIREL. 
d. With regard to the possibility of using the experience and results of the MITIREL to 
develop a broader programme of capacity building to respond to activities by non-state 
actors to release of CBR material using improvised explosive devices, sustainability will 
critically depend on how EU ad NATO will follow up on the MITIREL and transform its results, 
lessons-learnt and materials into such a longer-term capacity building programmes to 
enhance chemical security and preparedness against use of improvised explosive devices. 
The potential to do so certainly exists, what has been confirmed by national and 
international partners who participated in the MITIREL activities.  
 



 

 

6. Lessons-learnt 

a. The activities conducted so far have confirmed the importance to concentrate on 
national capacities, resources, mechanisms, procedures and planning in order to enhance 
training capacities to mitigate threat of use of improvised explosive devices. It has been 
considered in that context that: 
i. the response to CBR threats requires a whole-government approach, which calls for 
the active participation of all relevant stakeholders, the development of effective 
information sharing and exchanges, good coordination, and clear and effective lines of 
command and control; 
ii. this response capacity cannot be developed in isolation; on the one hand, the national 
capacity to enhance CBR preparedness and to respond to terrorist threats involving CBR 
agents and improvised explosive devices will have to be built in conjunction with national 
capacities to response to other types of incidents (such as industrial or transportation 
accidents, environmental catastrophes involving chemical materials, and the like)—as part 
of a broader implementation culture and capacity building regarding chemical security. At 
the same time, the response capacity needs to be built as part of a wider CBRN response 
capacity;  
b. The activities conducted highlighted the need and the readiness to make 
arrangements for the necessary bilateral, regional and international cooperation and 
coordination against misuse of toxic chemicals and civil protection.  
a. At the level of MITIREL program, the activities conducted demonstrated the usefulness 
of combining the efforts to develop training training for EOD specialists with programmes 
and projects that support national capacity building in the areas of prevention of, 
preparedness for and response to terrorist threats with use of toxic industrial chemicals. 
The development of the comprehensive training would facilitate access to specialised 
expertise and knowledge and provide a forum for national and international stakeholders 
to consult, cooperate and exchange experiences and information. A series of proposals for 
practical measures were  identified and  project proposals were developed as priority for 
the further MITIREL implementation.  
 
7. Follow up 
The MITIREL project shall be continued to release of CBR training materials, and to spread 
knowledge, analysis, manuals and/or standardized procedures to support national capacity 
building in the areas of prevention of, preparedness for and response to terrorist threats 
with use of improvised explosive devices and CBR materials.  
a. The program should contiue to to raise preparedness of European Member States in the 
response related to activities by non-state actors to release of CBR material using 
improvised explosive devices.  
b.  In order to promote MITIREL project, a sechem for training in a form of Table Top 
Exercise - TTX, will be developed and operationalized to verify/demonstrate competences, 
technical capacities and cooperation of EU/NATO partners in the elimination of CBRN 
threats. The TTX general scheme will involve scenarios where relevant agencies cooperate 
to eliminate different threats of improvised explosive devices combined with a CBRN 
materials, for terrorist purposes. The TTX will adress the challenges to combining special 
features of explosives and detonators with knowledge how to handle, protect and operate 
in the CBR environment. The training will demonstrate  knowledge and confidence in 
handling CBR materials and operating in CBR environment for non-hazmat specialist rather 
than teach how to construct devices. 
 



 

 

c. The MITIREL continuity shall also involve the search for innovative solutions in the field 
of protection against CBRN. 
d. In order to improve the coordination of services within the EU, a comparative analysis of 
the work of pyrotechnics from EU Member States shall e commissioned.  
e. The network will be developed composed of specialists and experts including services 
hosting EOD units, Universities and academia interested and involved in studying public 
security matters. The necessity for protecting essential part of the information will be 
analysed separately and the results employed when planning final dissemination routes.  
f. MITIRIEL offers the opportunity to connect experience and build cooperation between 
NATO and the EU. 
 


